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Cisco cihazlarda faydali bir ACL(erisim kontol listeleri) yeniligi: Named ACL
Support for Noncontiguous Ports on an Access Control Entry
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Cisco cihazlarda extended access-list’lerde range parametresi kullanilarak istenilen port araliklari
ifade edilebiliyor. Fakat range komutu ile belitilen ilk ve son port arasindaki ardisik tim portlar bu
access-list’e match ediyor. Ornek verecek olursak sadece ftp ve telnet trafigine izin vermek isteyen
biri asagidaki ACL satirlarini kullanacaktir.

ip access-list extended ftp_telnet
permit tcp any any range 20 21
permit tcp any any eq 23

Senaryomuza gore 22 port yasakli oldugundan range komutu ile tek satirda gerekli izinleri
veremiyoruz. Eger ssh baglantisina izin veriliyor olsaydi asagidaki tek satir ihtiyaglarimizi
karsilayacakti.

ip access-list extended ftp_ssh_telnet
permit tcp any any range 20 23

12.2(25)S slrdm 10S ile birlikte gelen Named ACL Support for Noncontiguous Ports on an Access
Control Entry 6zelligi sayesinde tek ACE(ACL satiri) ile ortak kaynak ve hedef icin ayri ayri birbirini
takip etmeyen 10’ar port belirtilebiliyor. Bu 6zellik sadece named, extended ACL’lerde
kullanilabiliyor. Bunun en 6nemli getirisi kullanimi cihaz kaynaklarina bagl kisitli olan ACE sayilarini
minimuma indirmesi ve cihazlarin kontrol etmesi gereken satir sayisi azaldigindan CPU ve RAM
yukinln azalmasidir.

Cihazlarin kisitl olan ACE kaynaklarindaki kazanci basit bir 6rnek ile daha anlasilir kilalim. Asagida
kullanim politikalarina bagli olarak kullanicilarin erisimini kontrol eden bir ACL’nin bir bolimu
gdzikmekte. Ayniihtiyaclarin 2 farkli network yéneticisi tarafindan ele alindigini diisiinelim. ilk
olarak 1. Network yOneticisinin en basit diizeyde erisim kontroliinde gerekli her port i¢in bir ACE(ACL
satiri) kullanarak yapacagi yapilandirmaya bakalhm.

deny tcp any eq 20 any
deny tcp any eq 21 any
deny tcp any eq 23 any
deny tcp any eq 25 any
deny tcp any eq 53 any
deny tcp any eq 80 any
deny tcp any eq 110 any
deny tcp any eq 443 any
deny tcp any eq 411 any
deny tcp any eq 412 any
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permit tcp any any eq 20

permit tcp any any eq 21

permit tcp any any eq 22

permit tcp any any eq 80

permit tcp any any eq 443

Oysa 2. network yoneticisi Named ACL Support for Noncontiguous Ports on an Access Control Entry
ozelligini kullanarak yukaridaki erigsim kontroliiniin tamamini agagidaki ACE ile saglayabilir.

permit tcp any neq 20 21 23 2553 80 110443 411 412 any eq 20 21 22 80 443
Asagidaki iki ACL tamamen ayni islevi yerine getirmektedir.
Extended IP access list netAdmin1l

10 deny tcp any eq ftp-data any
20 deny tcp any eq ftp any

30 deny tcp any eq telnet any
40 deny tcp any eq smtp any

50 deny tcp any eq domain any
60 deny tcp any eq www any
70 deny tcp any eq pop3 any
80 deny tcp any eq 443 any

90 deny tcp any eq 411 any

100 deny tcp any eq 412 any
110 permit tcp any any eq ftp-data
120 permit tcp any any eq ftp
130 permit tcp any any eq 22
140 permit tcp any any eq www
150 permit tcp any any eq 443

Extended IP access list netAdmin2

10 permit tcp any neq ftp-data ftp telnet smtp domain www pop3 443 411 412 any eq ftp-data ftp
22 www 443
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Extended IP access list netAdminl
18 deny tcp any eq ftp-data any
2@ deny tcp any eq ftp any
3@ deny tcp any eq telnet any
48 deny tcp any egq smtp any
58 deny tcp any eq domain any
68 deny tcp any eq www any
7?8 deny tcp any egq popd any

808 deny tcp any eq 443 any

98 deny tcp any egq 411 any

188 deny tcp any eq 412 any

118 permit tcp any any eq ftp—data

128 permit tcp any any eq ftp

138 permit tcp any any eq 22

148 permit tcp any any eq www

158 permit tcp any any eq 443
Extended IP access list netAdmin2

1@ permit tcp any neq ftp—data ftp telnet smtp domain wuww pop3 443 411 412 any eq ftp-data ftp 22 wew 443

ko 40 1
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Son olarak bu 6zelligin kullanilmasi icin gereken sartlari ve kisitlamalari 6zetleyecek olursak;
-12.2(25)S ve Uzeri 10S slrimlerinde bu destek gelmektedir.
-Sadece named, extended ACL ile kullanilabilir.

-Bir ACE(tek ACL satin) icin kaynak ve hedef icin 10’ar tane port belirtilebilir.




