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Easy VPN Server

Current configuration : 1780 bytes

|

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname ezvpnserver

!

boot-start-marker

boot-end-marker

|

logging message-counter syslog
enable secret 5 $15g8105z6wwIF9PjcS6wgrxWJL3RO
!

aaa new-model

!

!

aaa authorization network EZVPN local
!

!

aaa session-id common

memory-size iomem 15

!

dot11 syslog

ip source-route

!

|

ip cef

!

!

!

multilink bundle-name authenticated
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]

!

username lab password 0 cisco
archive

log config

hidekeys

!

!

crypto isakmp policy 1
hash md5
authentication pre-share
group 2

crypto isakmp client configuration address-pool local IPPOOL

!

crypto isakmp client configuration group EZVPN

key cisco

pool IPPOOL

!

!

crypto ipsec transform-set MYSET esp-des esp-md5-hmac
!

crypto dynamic-map DYNMAP 10

set transform-set MYSET

reverse-route

!

!

crypto map DYNMAP isakmp authorization list EZVPN
crypto map DYNMAP client configuration address respond
crypto map DYNMAP 10 ipsec-isakmp dynamic DYNMAP
!

!

]

!

!

!

interface LoopbackO

ip address 10.0.0.1 255.255.255.0

!

interface FastEthernet0/0

ip address 40.0.0.1 255.255.255.0

duplex auto

speed auto

!

interface FastEthernet0/1

no ip address
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duplex auto

speed auto

!

interface Serial0/0/0

ip address 30.0.0.1 255.255.255.0
clock rate 2000000

crypto map DYNMAP

!

interface Serial0/0/1

no ip address

shutdown

clock rate 2000000

!

ip local pool IPPOOL 10.0.0.20 10.0.0.30
ip default-gateway 30.0.0.2

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 30.0.0.2
no ip http server

no ip http secure-server

!

|

control-plane

!

!

line con 0

password 7 044F180B0D
lineaux 0

linevty 04

!

scheduler allocate 20000 1000
end

Easy VPN Client

Current configuration : 1319 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

hostname ezvpnclient

!

boot-start-marker

boot-end-marker
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]
enable secret 5 $1SH3u4SesUF9WVYa30w2zkRV67H00
!

ip cef

!

!

|

!

ip auth-proxy max-nodata-conns 3
ip admission max-nodata-conns 3
!

!

voice-card 0

!

!

crypto ipsec client ezvpn EASY
connect auto

group EZVPN key cisco

mode client

peer 30.0.0.1

xauth userid mode interactive

interface LoopbackO

ip address 10.0.0.20 255.255.255.255
!

interface FastEthernet0/0

ip address 20.0.0.1 255.255.255.0
duplex auto

speed auto

crypto ipsec client ezvpn LAB inside
!

interface FastEthernet0/1

no ip address

duplex auto

speed auto

!

interface Serial0/1/0

ip address 30.0.0.2 255.255.255.0

crypto ipsec client ezvpn LAB
!
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interface Serial0/1/1

no ip address

shutdown

clock rate 2000000

!

interface Serial0/3/0

no ip address

shutdown

clock rate 2000000

!

ip default-gateway 30.0.0.1
ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 30.0.0.1
!

!

no ip http server

no ip http secure-server

!

I

control-plane

!

!

line con0

password 7 120D161A10

line aux 0

linevty 04

login

!

scheduler allocate 20000 1000
end




